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WHO WE ARE

“ Legal Pages is an initiative primarily created for
law students with a bid to reveal a host of opportunities
available to them, going beyond the classroom,
serving as a nexus between law students and law firms,
organizations and institutes. We also give updates as
to scholarships, internships opportunities, debate, moot
and mock competitions and so much more. It is driven
by the goal of ensuring that the average law student
adequately is informed and equipped before leaving school! }}

OUR MISSION

‘ ‘ While we recognize the fact that the contemporary legal
industry is a competitive marketplace and only the best
minds thrive, our task is to ensure that firebrands are
churned into the legal workspace.

This will be achieved putting law students in focus,
equipping them with relevant information and networking
them with viable opportunities. })
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IHL AND CYBER WARFARE ) -

International Law is defined as a body of laws, rules, or legal

principles that are based on custom, treaties, or legislation and

that control or affect the rights and duties of nations in relation

to each other. International law is contained in agreements k A

between States — treaties or conventions —, in customary rules, 4 -

which consist of State practice considered by them as legally Daudi Asiimwe

binding, and in general principles. Uganda Christian University
10dmwesigwa@gmail.com

According to International Community of the Red Cross,

International Humanitarian Law is a set of rules which seek, ‘ y

for humanitarian reasons to limit the effects of armed conflict. It protects persons who are not or are no

longer participating in the hostilities and restricts the means and methods of warfare. International

humanitarian law is also known as the law of war or the law of armed conflict. International

humanitarian law is part of international law, which is the body of rules governing relations between

States.

International humanitarian law applies to armed conflicts. It does not regulate whether a State may
actually use force; this is governed by an important, but distinct, part of international law set out in the
United Nations Charter.

IHL covers two areas first is the protection of those who are not, or no longer, taking part in fighting,
secondly; restrictions on the means of warfare in particular weapons and the methods of warfare, such
as military tactics. It clearly shows that IHL is mainly based on kinetic warfare and the humanitarian
issues that arise about it. A major part of international humanitarian law is contained in the four
Geneva Conventions of 1949 and nearly every State in the world has agreed to be bound by them. The
Conventions and additional Protocols put forth provisions that mainly address armed conflict. The
Hague Convention of 1899 adopted the principles of the 1864 Geneva Convention stating that the
convention shall “adopt principles of the 1864 Geneva Convention.” Thus making a wider scope of
the applicable International Humanitarian Laws.

The UN Charter puts forth a provision that covers a scenario of cyber warfare in international law. It
states; “Members shall refrain in their international relations from the threat or use of force against the
territorial integrity or political independence of any state, or in any other

manner inconsistent with the purposes of the United Nations.”

According to Nils Melzer, the term “cyber warfare” refers to warfare conducted in cyberspace through
cyber means and methods. While “warfare” is commonly understood as referring to the conduct of
military hostilities in situations of armed conflict, “cyberspace” can described as a globally
interconnected network of digital information and communications infrastructures, including the
Internet, telecommunications networks, computer systems and the information resident therein. Thus,
for example, the infection of a belligerent adversary’s computer network with a malicious virus would
constitute an act of cyber warfare, whereas the aerial bombardment of a military cyber command would
not. And a cyber attack can be defined as “The premeditated use of disruptive activities, or the threat
thereof, against computers and/or networks, with the intention to cause harm or to further social,
ideological, religious, political or similar objectives. Or to intimidate any person in furtherance of such
objectives.”
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Cyber warfare has developed along with the evolution of technology and over the years, cyber attacks have
been more specialized and more organized. Thus fighting cyber criminals has become a global concern over
the years. Criminal terrorists and extortionists have evolved to use computer tools to target computer
information system infrastructures, computer networks by various means of malicious software usually
originating from an anonymous source though in organize crime, the perpetrators may make themselves
known for example, in 2006, Russian Mafia group Russian Business Network (RBN) began using malware
for identity theft. By 2007, RBN completely monopolized online identity thefi. By September 2007, their
Storm Worm was estimated to be running on roughly one million computers, sending millions of infected
emails each day.

In 2008, cyber attacks moved from personal computers to government institutions. On August 27,

2008 NASA confirmed a worm had been found on laptops in the International Space Station; three months
later Pentagon computers were hacked, allegedly by Russian hackers. Financial institutions were next. The
State Bank of India (India’s largest bank) was attacked by hackers located in Pakistan on December 25, 2008.
While no data was lost, the attack forced SBI to temporarily shut down their website and resolve the issue.

There are three main methods of cyber warfare: sabotage, electronic espionage (stealing
information from computers via viruses) and attacks on electrical power grids. The third is perhaps most
alarming. The North American Electric Reliability Corporation (NERC) warned in a public notice that the
U.S. electrical grid is susceptible to cyber attacks, which could lead to massive power-outages, delayed
military response and economic disruption. This assumes hackers access equipment which controls the
grid, something which Howard Schmidt, head of U.S. cyber security doesn’t believe has happened. It’s
possible that hackers have gotten into administrative computer systems of utility companies says Schmidt.
“But those aren’t linked to the equipment controlling the grid, at least not in developed countries.”

As shown above, cybercrime / warfare have evolved overtime. Advancement in computer technology has
enabled groups and individuals to organize cyber attacks against individuals, coorporations and countries as
a whole. This new form of attacks was not accurately foreseen or envisioned by the law makers of some
existing IHL treaties, conventions and additional protocols, though the Council of Europe’s Convention
on Cybercrime—a multilateral treaty that increased cooperation among signatories to combat cyber crimes
such as fraud, child pornography, and copyright infringement has had an effort at creating a legal platform
for sanctions or laws for cyber warfare.

But because the Convention has not been widely adopted, it is not binding as customary international law.
But the Convention demonstrates that international concern exists regarding the use of cyber attacks, and it
recognizes a state’s duty to prevent these attacks. The treaty aims to harmonize the domestic criminal

laws of the signatory states, including adoption of appropriate legislation to criminalize the enumerated
cyber offenses. Most relevant for cyber attacks are the Convention’s provisions on data and system
interference. The Convention requires signatories to adopt laws that criminalize “the damaging, deletion,
deterioration, alteration or suppression of computer data without right,” as well as “the serious hindering
without right of the functioning of a computer system™ by similar means. While the Convention falls short of
regulating cyber attacks, its incipient efforts at defining cyber attacks at an international level remain
significant.

One of the recent attack as reported by Sam Jones The unprecedented attacks appeared to have been carried
out by hackers using a tool stolen from the National Security Agency (NSA) in the US. They affected as
many as 74 countries and at least 16 NHS trusts in the UK, compromising

IT systems that underpin patient safety. Staff across the NHS were locked out of their computers and trusts
had to divert emergency patients. The same malicious software that hit NHS networks attacked some of the
largest companies in Spain and Portugal, including phone company Telefénica, and has also been detected on
computers in Russia, Ukraine and Taiwan among other countries. The international shipping company FedEx
was also affected. Kaspersky Lab, a cyber security company based in Moscow, estimated that 45,000 attacks
had been carried out in 74 countries, mostly in Russia. In a blog post, it added that the totals could be “much,
much higher”.
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